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To Whom It May Concern:

| am the Compliance Officer for the CRST — Telephone Authority. One of my duties is to protect our
customers’ account information as well as to protect their privacy. Our customers’ account information
is password protected. We require that they give us a password so that when they cali to inquire about
their account we can identify them. We are regulated by the FCC to comply with certain rules and
regulations regarding such information.

On March 21, 2012, | was notified by Lori Mike, who at that time was employed by Lakota Thrifty Mart,
that an employee of CRST — Telephone Authority gave out her billing information to her supervisor,
Cindy Marshall. Cindy Marshall used the pretense that they were going to help Lori pay her bill and
coerced Bobbi Ducheneaux, Billing Clerk, into giving out that information.

If you have any questions or need further assistance, please feel free to contact me at 605.964.2600 or
contact my supervisors JD Williams or Mona Thompson.

Delaine Keller

Plant Clerk/Compliance Officer



C.R.S.T Telephone Authority
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Annual 47 C.F.R. §64.2009 Annual CPN| Certification
EB Docket 06-36
Date: February 22, 2013
CRST - Telephone Authority
Delaine Keller, Compliance Officer
Mona Thompson, General Manager

I, Delaine Keller, certify that | am an officer of the company named above, and acting as an agent of the
company, that | have personal knowledge that the company has established operating procedures that
are adequate to ensure compliance with the Commission’s CPNI rules.

Attached, to this certification is an accompanying statement explaining how the company’s procedures
ensure that the company is in compliance with the requirements set forth in section 64.2001 of the
Commission’s rules.

The company has not taken action against data brokers in the past year.

The company has received customer complaints in the past year concerning the unauthorized release of
CPNI. See attached documentation. We have only received one complaint in the past year.

The company represents and warrants that the above certification is consistent with 47 C.F.R. §1.17,
which requires truthful and accurate statements to the Commission. The company also acknowledges
that false statements and misrepresentations to the Commission are punishable under Title 18 of the
u.s.Co \_a{dvmay subject it to,enforcement action.

100 Main Street * PO Box 810 * Eagle Butte, SD 57625
(605) 964-2600 Phone %  (605) 964-1000 Fax



Recewed & laspected
CHEYENNE RIVER TRIBE TELEPHONE AUTHORITY FEB 27 2013

STATEMENT OF CPNI COMPLIANCE ECC'Mall Room

The Cheyenne River Sioux Tribe Telephone Authority provides telecommunications services to
the Cheyenne River Sioux Reservation in north-central South Dakota. The following statement explains
how the Tribe ensures that its operating procedures and employee conduct are in compliance with the
FCC’s rules governing Customer Proprietary Network Information. '

. Customer Proprietary Network Information (“CPNI”)
CPNI is defined in Section 222(f) of the Communications Act as (A} information that relates
to the quantity, technical configuration, type, destination, and amount of use of a
telecommunications service subscribed to by any customer of a telecommunications carrier,
and that is made available to the carrier by the customer solely by virtue of the carrier-
customer relationship; and (B) information contained in the bills pertaining to telephone
exchange service or telephone toll service received by a customer of a carrier (except that
CPNI does not include subscriber list information).

Generally, CPNI includes personal information regarding a customer’s use of his or her
telecommunications services. CPNI encompasses information such as: (a) the telephone
numbers called by a customer; (b} the length of a customer’s phone calls, and (c) the
telecommunications and information services purchased by a customer.

1. Use of CPNI Is Restricted
In providing telecommunications services, the C.R.S.T. Telephone Authority recognizes that
CPNiI includes information that is personal and individually identifiable, and that privacy
concerns have led Congress and the FCC to impose restrictions upon its use and disclosure,
and upon the provision of access to it by individuals or entities inside and outside the Tribe.

C.R.S.T. Telephone Authority employees and agents that deal with CPNI have and will
continue to be informed that there are substantial federal restrictions upon CPNI use,
distribution and access. In order to be authorized to use or access C.R.S.T. Telephone
Authority’s CPNI, employees and agents receive training with respect to the FCC's CPNI
rules.

1. Permissible Uses of CPNI



C.R.S.T. Telephone Authority employees and agents are strictly prohibited from using CPNI,
and from providing CPNI to individuals or entities inside or outside the Company, except as
follows:

1.

The Company may, after receiving an appropriate request, establishing a password or
receiving authentication from a customer, disclose or provide the customer’s CPNI to
any person or entity designated by the customer. All such customer requests (1) must
be in memo form from business organizations; (2) customer must give correct
password; (3) if in person, customer must provide photo 1.D.; {4) CPNI authorization
form must be filled out by customer designating an authorized individual(s); (5)
company employees may call the phone number of record and authenticate the
customer either by asking a few pointed questions such as how long have you had
service with our organization, some of the features that are subscribed to, etc.

In the absence of an appropriate written request from the customer, C.R.S.T. Telephone

Authority may provide the customer's phone records or other CPNI to a law

enforcement agency but only in response to a lawful warrant or subpoena that specifies

the particular CPNI to be furnished.

Otherwise, C.R.S.T. Telephone Authority does not use its CPNI for any purpose other

than billing its customers, except as shown as 4 and 5 below.

The Company and its authorized employees may use, disclose or permit access to CPNI

to provide services necessary to, or used in, the provision of the telecommunications

services from which the CPNI is derived.

a. The FCC has noted the publishing of directories as an example of this permitted use.

b. The FCC has indicated that telecommunication carriers may use, disclose or permit
access to CPNI, without customer approval, to provide inside wiring installation,
maintenance, and repair services.

c. The FCC has stated that local exchange carriers and commercial radio service may
use CPNI, without customer approval to market “adjunct-to-basic” services such as
speed dialing, computer provided directory assistance, call monitoring, call tracing,
call blocking, call return, repeat dialing, calling tracking, call waiting, caller ID, call
forwarding, and certain other call features.

d. No other uses of CPNI are permitted. However, C.R.S.T. Telephone Authority may
use CPNi to protect C.RS.T. Telephone Authority’s rights or property, and to
protect users and other carriers from fraudulent, abusive or illegal use of (or
subscription to) the telecommunications service from which the CPNI is derived.

C.R.S.T. Telephone Authority may use, disclose, or permit access to CPNI derived from

its provisions of local exchange service or long distance service, without the customer’s

approval, to provide customer premises equipment (“CPE), call answering , voice mail or
messaging, voice storage and retrieval services, fax store and forward, and protocol
conversion.

C.R.S.T. Telephone Authority presently does not allow use of its CPNI by its cable TV

affiliate and will not allow such use by any other affiliate. However, C.R.S.T. Telephone

Authority does not foreclose the possibility that it may in the future allow such use by



an affiliate, but only in accordance with the ‘opt-in, opt-out’ procedures in Sections
64.2007 and 64.2008 of the FCC's Rules.

v. Disciplinary Procedures
The Company has informed its employees and agents that it considers compliance with the
C.RS.T. Telephone Authority’s procedures regarding the use, disclosure, and access to CPNI
to be very important. Violations of these procedures and other policies and procedures
regarding C.R.S.T. Telephone Authority’s provision of telecommunications services to the
Cheyenne River Sioux Tribe Reservation will subject the offenders to appropriate disciplinary
action depending upon the nature and circumstances of the violation.

g was 1 violation of the FCC’s rules for CPNI recorded for the year of 2011. | certify that this is a
g acc(j}&ate tate

Delaine Keller, Compliance Officer



